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MpunoxeHune

METOAUWYECKUE PEKOMEHOALIUU
O PASMELLEHUAUA HA UH®OPMALUOHHBLIX CTEHOAX, O®PULINATIbHBIX
WHTEPHET-CAUTAX U APYIUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFAHU3ALIMA N OPFAHOB, OCYLLECTBNAIOLWMX
YNPABJNEHUE B C®EPE OGPA30BAHUA, UH®POPMALIUKA O BE3OMNACHOM
NOBEAEHWUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamm u uneHamun BpemenHon komuccum CoseTa depepaumy nNo pasBuTUO MHEGOPMAaLMOHHOMO
obLulecTBa B paMKax BbINOMHEHUS peKOMeHAauni napnameHTckux crnywaHmn "AkTyanbHble BONpockl obecneyeHmns
BesonacHOCTW 1 pa3BUTUS AeTen B MHAPOPMALMOHHOM MpocTpaHcTBe", koTopkle npolwwnu B CoseTe ®enepaummn 17
anpena 2017 r., 6binn paspaboTaHbl MeToOUYECKMe pekoMeHAauun O pasMelleHMn Ha WHEOPMAaLMOHHbLIX
CTeHAax, oduuuanbHbIX WHTEPHeT-calTax W APYrnX UHMOPMaLMOHHBLIX pecypcax obleobpasoBaTenbHbIX
OopraHuMsauvin 1M OpraHoB, OCYLLECTBNAKLWMX ynpasneHue B cdepe obpas3oBaHus, MHdopmauun o 6e3onacHom
noBefeHUn 1 ncnonb3oBaHun cetn "MIHTepHeT" (danee - MeToanyeckue pekoMmeHaauumm).

MeToanuyeckne pekoMeHgauun HarnpaBfeHbl Ha KayeCTBEHHOE MOBbILWEHNE YPOBHS WMHAOPMAaLMOHHON
aearenbHocTu 0Oweobpa3oBaTenbHbIX OpraHM3auuMi M OpraHoB, OCYLLUECTBASKOLWMX yrnpasreHune B cdepe
obpas3oBaHMsi, B 4YacTu MHPOPMUPOBAHMS YyyaLUMXCs, WX poauTenen (3akoHHbIX npeacTaBuUTEnen) u
negarormyecknx paboTHMKoB 06 OCHOBHbIX acnekTax MHopMaLMoHHON 6e30MacHOCTMK.

MeToanyeckue  pekoMeHgaumm No3BonAT  obuwleobpasoBaTenbHbIM  OpraHu3auusaMm U1 OpraHam,
OCYLLECTBNAIOWMM ynpaBrneHne B cdepe oOpas3oBaHus, akTyanMampoBaTb yXKe UCMofb3yemMble U pas3MeLleHHble

WH(POPMaLIMOHHbLIE MaTepuanbl, Tak U MOArOTOBUTb MX B Cly4ae UX OTCYTCTBUS C YYETOM NyudLIMX MNPaKTUK U
pekomeHaaunin.

B pamkax meTogu4eckmx pekoMmeHgaumm paccmMaTpmMBaroTCs CreayoLwme MHCTPYMEHThI:

1. NHpOPMALMOHHBIE CTEHAbI;

2. ohumanbHble MHTEPHET-PEeCcypChl;

3. cpeacTBa MaccoBOW MHGPOPMAaLUK (LLKOSIbHbIE Fa3eThbl, MeJarormyeckme n3gaHus n gpyrue).
MHdopmaumnoHHbIe CTeHAbI

Ha wuHdopmauuoHHbIX cTeHaax B 00uieobpasoBaTenbHbIX OpraHuM3auusix, pPacrnonoXeHHbIX B doie
yypexaeHun n B kabuHeTax, OCHaLLEHHbIX MepcoHasbHbIMW YCTPOWCTBaMM Ansi Bbixoda B ceTb "MHTepHeT",
pekomMeHayeTcsi pasMecTuTb WHMOPMALMOHHbIE MaMATKM, COAEPXALUME OCHOBHblE COBETbI MO obecnevyeHuto
NHGOPMaLIMOHHOM 6Ee30MacHOCTY y4aLLMXCS.

B NPUNoOXeHnn N 1 kK meToan4yecknm pekoMmeHaaunam npeacrtasiieH 06paaeu, NaMATKN Ond pa3MelleHna Ha




MHOPMALIMOHHBIX CTEHaaX.

CpeacTtBa maccoBoin nHdopmarmm

B cpeactBax MaccoBoi MHGOPMauMM, OPUEHTMPOBAHHbLIX Ha OOy4aloLMXCs, PpeKOMEeHOYeTcsl B Te4YeHue
y4eGHOro roga perynsipHo nyGnukoBaTb MH(OPMAaLMOHHbIE MaTepuarsibl, MOCBALWEHHbIE OTAEMbHBLIM acrneKkTam
MHcpopMaLMOHHO 6e30MacHOCTH, a Takke pasfyHble NamsTKM O6LLEro XxapakTepa.

B cpeactBax MaccoBoOW MHGOPMauUMM, OPVEHTUPOBAHHBLIX Ha MeaarorMvyeckylo  obLEeCTBEHHOCTb,
peKkoMeHOyeTCs B Te4YeHue KareHOapHoro roga perynsipHo nybnukoeBaTb MHGOPMAaLMOHHbIE MaTepuanb,
MOCBSILLIEHHbIE OTAEeNbHbIM acnektam WHMOpPMaUnoHHON 6e30nacHOCTM Kak HECOBEPLUEHHONETHUX, Tak W
obweobpasoBaTenbHbIX  OpraHvM3auuii, a Takke pasfuyHble namsATkM, 0630pbl  HOPMAaTUBHO-NPaBOBOIO
perynvpoBaHusi 4aHHOW cdepbl 1 MHGOPMaLMIO O aKTyarlbHbIX MEePONpPUATUSIX U COBLITUSAX B AaHHOW cdepe.

B xope npoBegenuns EamHoro ypoka no 6esonacHoctu B cetu "MHTepHeT" pekomeHayeTcs obecneynTb
BbINYCK TEMATUYECKOro BbiMyCka CpeacTBa MacCoOBOW WHopmauum nmbo cepumn nybnuvkauun, cpeam KoTopbiX
paccMOTpeTb OpPraHM30BaHHbIE MEPONPUATUS ANA obyyaloLWmXcs, UX poauTenen (3akoHHbIX NpeacTaBuTenen) u
negarornyeckom obLLEeCcTBEHHOCTH.

OdwmumanbHble UHTepHeT-pecypchbl

O6LeobpasoBaTenbHbiM  OpraHn3auusaM pekoMeHgyeTcsa Ha cBoux odwmumanbHblx WHTepHeT-pecypcax
obecneuntb YHKUMOHMPOBaHME CaMOCTOATENbHOrO M chneunanusvpoBaHHoro pasgena "WHdopmaunoHHas
©e30nacHOCTL", B paMKax KOTOPOro NpeaycMOTpeTb pasMeLleHne criegyolen nHopmaumm:

N Paspgen/nogpasgen | ®opmaTt npeacraBneHus CopgepxaHvne maTepumarnos
maTepuanos
1. |JlokanbHble Konuu gokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOopMaTMBHblE akTbl B | bopmaTe *PDF CKaHWPOBaHHbI BapMaHT AOKYMEHTA,
chepe obecneyeHms COOTBETCTBYIOL NN TpeboBaHNSAM K
NHOPMALIMOHHOMN napameTpamM CKaHMpOBaHWSI.
©e3onacHocTn PasmeLluaoTcs AOKYMEHTHI,
obyvaromxcs pernaMmeHTVpyloLmne opraHm3aumio n

paboTy ¢ nepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUi No obecneyeHnto
MHopMaLNOHHO BGe3onacHOCTU
oby4varowmxcs n gpyrue.

2. |HopmatusHoe Konunn goKymMeHTOB B [MyB6nukytoTCsa akTyarnbHble CBEAEHUS O
perynuposaHue dopmarte *PDF denepanbHbIX U permoHanbHbIX 3aKoHax,
nMcbMax opraHoB BrnacTn n gpyrue
HOpPMaTUBHO-NPAaBOBbIE JOKYMEHTHI,
pernameHTupyowmne obecneyeHvne
MHopMaLNOHHO BGe3onacHOCTU
HecoBepLueHHoneTHMX. flonyckaeTcs
BMECTO KON pa3meLLaTb rmnepcchbiyiki Ha
COOTBETCTBYIOLLNE JOKYMEHTbI Ha canTax
OpraHoB rocyfapcTBEHHOW BNacTu.

3. lNeparornyecknm TekcT Ha cTpaHuue Pasmewatotcs metoanyeckme
paboTHMKam cavita pekoMeHaaLnn 1 ykasbliBaeTcs
Konunn goKymMeHTOB B MHopMaLINSA O MeponpUATUSIX, MpOoeKTax
¢dopmate *PDF M NnporpaMmmax, HanpaBfneHHbIX Ha

noBbiLEeHNE MHGOPMALMOHHOMN
rPaMOTHOCTM NeJarorm4yecknx paboTHMKOB.

4, O6yuatowumes TekcT Ha cTpaHuue PasmellaeTcsa MHhopMaLMOHHaa namsaTka
cavta (mpunoxenue N 2) n ykasbiBaeTcs
MHOPMaLNSA O MEPOMPUATUSAX, MPOEKTax




1 nporpaMmmax, HanpasfieHHbIX Ha
noBblLLeHNne MHGHOPMaLNOHHOMN
rPaMOTHOCTM 0By4atoLLMXCS.

5. |Pogutenam (3akoHHbIM | TEKCT Ha CTpaHuue PasmeluaeTtcsa nHgopmalmMoHHasa namsTka
npeacraBuTeNsaMm) caunTa (npunoxenue N 3).
obyuvatomuxcs

6. |[OeTckue 6esonacHble | TeKCT Ha CTpaHuue PaameluaeTtcsa nHdopmauus o
canThbl canTa peKoOMeHAyeMbIX K UCMOMb30BaHUIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30MnacHbIX AETCKNX CaNTOB.

OpraHaM, OCYLLECTBNSIIOWLMM ynpaBneHne B ccpepe obpasoBaHus, PEKOMEHOYETCS HA CBOMX ohuLMarnibHbIX
MHTepHeT-pecypcax obecneuntb (YHKUMOHUPOBAHWE CaMOCTOSITENBHOMO M Creuuanu3npoBaHHOrO pasgena
"indopmaLmoHHasa 6e30nacHOCTL", B paMKkax KOTOPOro NnpeaycMoTpeTb pasmelleHne cnegyroLen nHpopmaumm:

Mpunoxexne N 1

NAMATKA )
ANS OBYYAIOLLMXCSA OB NHOOPMALIMOHHOW BE30NACHOCTU IETEW

HENb3A

1. Bcem nogpsa coobuwatb CBOK YacTHYK MHoOpMaumio (HacToswme uMms, damunuio, TenedoH, agpec,
HOMep LUKONbI, @ Takke doTorpacgumm cBou, CBoer ceMby 1 Apy3en);

2. OTKpbIBaTb BNOXEHHbIE (hannbl 3NEKTPOHHOW NOYTbI, KOrAa He 3Haellb OTNpaBuTens;
3. [pybuTb, NpuanpaTbCs, okasbliBaTb AaBNEHUE - BECTU cebs HEBEXITMBO U arpecCuBHO;
4. He pacnopsixancs AeHbramu TBoern ceMbu 6e3 paspeLleHnst cTaplumnx - BCcerga cnpailmsanm pogutenen;

5. He BcTpevanca ¢ NHTepHeT-3HAaKOMbIMU B pearnbHOW XWU3HU - MOCOBETYWCSH CO B3pPOCMbIM, KOTOPOMY
aosepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yutaews o cebe Henpaeay B MIHTepHeTe - coobLyn 06 3TOM CBOMM poauTENsAM
UMK oneKyHaM;

2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 06MEHNBATLCS - MPOBEPbL, HET NN NOABOXA;
3. HesakoHHoe konuposaHue dannoB B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocrbiM 0 NpobrieMax B CETU - OHWU BCeraa noMoryT;

5. Wicnonb3yi HacTpolkn 6e3onacHOCT U NPUBATHOCTM, YTOOLI HE MOTEPSATbL CBOM akKayHTbl B COLICETSIX U
Apyrux nopranax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenei;
2. Nonbk3yelwwbcs NHTEPHET-UCTOYHMKOM - Aenan CCbISNKY Ha Hero;

3. OTKprBaIZ TOJIbKO T€ CCbIJ1KM, B KOTOPbIX YBEPEH,




4. O6waTbCs 3a NOMOLLbIO B3POCHbIM - poanTenun, onekyHbl 1 agMMHUCTpauna cantoB Bcerga NOMOTYT;

5. Mponan oby4veHne Ha cante "CeTeBMYOK" U NONYyYM NacnopT UMdpoBOro rpaxgaHnHal

Mpunoxexne N 2

NH®OPMALIMOHHAA NMAMATKA
AOnA OBYYAKOLWWNXCA ONnA PASMELLEHUA
HA O®OULUNATBbHbIX UHTEPHET-PECYPCAX

C KkaxgblM rogoM MONOAEXN B UHTEPHETE CTaHOBUTbLCA GOnblue, a LIKOMbHUKA OOHW M3 CaMblX aKTUBHbIX
nono3osartene PyHeTa. Mexgy TemM, NOMMMO OFPOMHOMO KONMYECTBa BO3MOXHOCTEN, WHTEPHET HeceT U
npobnembl. ATa NamsTKa gOMkHa NomMo4yb Tebe 6Ge3onacHo HaxXoaAUTLCA B CETH.

KomnbloTepHble BUPYCbI

KoMnbloTepHbIN BUPYC - 9TO PasHOBMAHOCTb KOMMbLIOTEPHBLIX NPOrpamm, OTIANYUTENbHON OCOBEHHOCTHIO
KOTOPOW SABMSIETCH CMNOCOBHOCTb K pasMHOXEeHWo. B gononHeHne K 3TOMy, BUPYCbl MOryT MOBPeauTb WM
MOMHOCTBI YHUYTOXWUTb BCE (pannbl U AaHHble, MOAKOHTPOSIbHbIE MONb30BaTeNto, OT MMEHW KOTOporo Obina
3anyLeHa 3apakeHHas nporpaMmma, a Takke noBpeauTb UK JaXe YHUYTOXUTb ONepauMOHHY0 CUCTEMY CO BCEMM
harinamm B Lenom. B 6onblIMHCTBE CryYaeB pacnpoCTPaHAOTCS BUPYChl Yepes UHTEPHET.

MeTogb! 3aWwunTbl OT BPEOOHOCHbIX nporpamMmm:

1. Wcnonb3yih coBpeMeHHble OnepaLuoHHble CUCTEMbI, WMEKLMEe Cepbe3Hbli YPOBEeHb 3aliuTbl OT
BPEAOHOCHbIX MPOorpaMm;

2. MocToAHHO yCcTaHaBnMBan nayTn (LMpoBble 3annaTkv, KOTOpble aBTOMaTU4YeCKn yCTaHaBNMBAlOTCH C
Luenblo AopaboTku nporpamMmbl) U Apyre O6HOBNEHMSA CBOeWN onepauunoHHOW cucTembl. CkaumMBan WX TOMbKO C
odhmumnansHoro canta paspabotunka OC. Ecnu cyliecTByeT pexvM aBToOMaTU4eckoro oOHOBMEHWS, BKITHOYM €ro;

3. PaboTtan Ha cBoeM KoMMblOTEpPE MOA NpaBamMu NOMb30BaTens, a He agMuHMcTpaTopa. ATO He No3BONUT
BONbLNHCTBY BPeOOHOCHbLIX MPOrpaMm MHCTanNnMpoBaTbCs Ha TBOEM NepCcoHanbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBUPYCHblE MpOrpaMMHble MPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBMeHneM 6as;

5. OrpaHuyb usnyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX N,

6. Vicnonb3yn BHeLWHWE HOcMTenyn nHdopmaumm, Takme Kak drewka, AMCK unu ann m3 MHTepHeTa, TONbKO
N3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTkpblBa KOMMblOTEPHblE annbl, NONyYeHHble W3 HeHaOeXHbIX UCTOoYHuKOB. [axe Te dhannsl,
KOTOpbIe Mpucnan TBOM 3HaAKOMbIN. Jlydlle yTOYHKU Y HEero, OTNpaensan nm oH Tebe umx.

Cetu WI-FI

Wi-Fi - aTo He BMA nepefaun JaHHbIX, HE TEXHOMOorusi, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHackaa KomnaHusa 3apeructpupoBana 6peHg "WECA", yto o6o3Havano croBocoyveTaHue "Wireless
Fidelity", koTopbIi nepeBoanTcA Kak "decnpoBogHas TOYHOCTL".

[o Hawero BpeMmeHu fowna gpyras abbpeBuaTypa, KOTopas sIBNSIETCA TaKOW e TexHonornen. ITo
abbpesunartypa "Wi-Fi". Takoe Ha3BaHme ObiNo AaHO C HAMEKOM Ha CTaHAapPT BbICLUEN 3BYKOBOW TexHUKM Hi-Fi, uto
B NepeBode 03Ha4aeT "BblCOKas TOYHOCTL".

[a, 6ecnnaTHbIi MHTEPHET-AOCTYN B Kadye, OTENsAX M aspornopTax SBNSAETCA OT/IMYHOM BO3MOXHOCTbIO
BbIX04a B UHTEPHET. HO MHOMMe akcnepTbl cumTatoT, YTo obwenoctynHble Wi-Fi ceTn He siBnatoTcs 6e3onacHbIMu.

CoBeTbl N0 6e3onacHOCTH paboThl B 06LWeAocTynHbIx ceTax Wi-fi:




1. He nepepaBan cBow nuuHyio wuHpopmauuio yepes obwepoctynHole Wi-Fi cetn. Pabortas B Hux,
XenatenbHO He BBOAMTb Maponv A4OCTyNa, JIOrMHbl U Kakne-To HOMepa;

2. Ncnonb3yin n 06HOBNSI aHTUBUPYCHbIE Nporpammbl U GpaHamayep. Tem cambiM Thl o6e3onacuilb cebs oT
3aKayku BUpyca Ha TBOe YCTPOMWCTBO;

3. Mpwn ncnonesosaxnum Wi-Fi oTkntoum dyHkumio "O6Lwmin goctyn K pannam m npuHtepam”. JaHHas dyHKUns
3aKpbiTa MO YMOMYaHWI0, OJHAKO HEKOTOpble MONb3oBaTeNnu akTMBUPYKT ee Ansd yaobcTBa MCMNONb30OBaHUSA B
paboTte nnn y4ebe;

4. He ncnoneayn nyonuyHeii WI-FI ans nepegaym nuuHbiX AaHHbIX, HANpUMMeEpP ANs BbIXxo4a B coUManbHble
CeTW UINKN B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awmueHHoe coeguHeHne vepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-aagpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkumo "MogkniodeHvne k Wi-Fi aBTomatnueckun". He ponyckan
aBTOMAaTUYECKOro MNOAKMYEHNs ycTponcTaa k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

COLI,I/IaJ'IbeIe CeTN aKTUBHO BXOOAT B HaAWy XXW3Hb, MHOrne nogu pa60Ta+0T N XMBYT TaM MNMOCTOAHHO, a B
Facebook yxe 3apeructpupoBaH mMunnuapg 4YenoBeK, YTO SBNAETCA OOHOW CeObMOWN BCEX XUTENnew nnaHeThbl.
MHorve nonb3oBaTenu He MOHMMAtOT, YTO UHOPMaLMS, pa3MeLLeHHAss UMW B coLManbHbIX CETAX, MOXET OblTb
HalgeHa ¥ ucrnonb3oBaHa KeM YrofHO, B TOM YMcie He 06s13aTenbHO ¢ 6naruMm HaMepeHUsiMu.

OcHoBHble coBeTbl N0 6e30MacHOCTN B coLMarnbHbIX CETAX:

1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3baxX HE AOMKHO BbITb CRy4anHbIX U HE3HAKOMbIX NI0AEN;

2. 3awmwan CBOK YacTHYI XM3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTy TBOEro POXAeHWUs U
APYrylo NUYHYI0 nHdopMaumio. 3noyMbILLIEHHUKM MOTYT MCMOMb30BaTh AaXe MHAPOPMaLUIo O TOM, Kak Tbl 1 TBOU

pOoAMUTENN MaHMpyeTe NPOBECTU KaHWKYIbI;

3. 3awumuian cBoK penyTaumio - epXun ee B YNCToTe 1 3agasan cebe Bonpoc: xoten Obl Thl, 4TOGLI Apyrne
nonb3oBaTenu BUAenu, Yto Tbl 3arpyxaels? MNMogyman, npexage 4em 4To-To onybnMkoBaTb, HaNNCaTb U 3arpy3unThb;

4. Ecnu Tbl roBOpULLb C NOAbMU, KOTOPLIX HE 3HaELLb, He UCMOMb3YI CBOE peanbHoe UMS U APYrY0 NINYHYIO
nHdOpMaLMU: UMS1, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3beran pasmelueHus cotorpaduin B IHTepHeTe, rae Tl n306paxeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpeaenuTb TBOE MECTOMOMOXEHNE;

6. Mpu peructpaumn B coumarnbHol ceETU HEOBXOAMMO UCMONb30BaTb CMOXHbIE Naponu, cocTosime 13 BykB
Y UMdP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. Onsa coumanbHOM CeTU, NOYTbl N OPYrMX CauToB HEOBXoaUMO MCnonb3oBaTb pasHble naponu. Torga ecnu
Tebsi B3NOMaloT, TO 3M0YMbILLIMEHHUKM Nosy4aT AOCTYN TOMbKO K 0OQHOMY MeCTy, a He BO BCe Cpasy.

OneKTpPOoHHbIe AeHbIN

SﬂeKTpOHHbIe AOEHbIN - 3TO O4YEHb yLI,06HbIl7I cnocob nnartexen, ogHako CyleCTBYHOT MOLUEHHUKKN, KOTOPbIE
XOTAT NOJNYYUTb 3TU OEHbIN.

SJ'IeKTpOHHbIe OEeHbIn noAasuUNMcb coBCceM HegaBHO U UMEHHO M3-3a 3TOro BO MHOIMMX rocygapcrteax oo Cux
nop He NPonnucaHo NpPo HMX B 3aKOHax.

B Poccum e oHM (PYHKLMOHUPYIOT M O HUX yXe MPONUcaHo B 3aKOHe, rae MX pasfenstoT Ha HEeCKOSbKo
BWAOB - aHOHWMMHbIE U HE aHOHWMHble. PasHuMua B TOM, YTO aHOHUMMHbIE - 3TO Te, B KOTOPbIX paspeluaeTcs
npoBoAuTb ornepauun 6e3 naeHTMMKauum nonb3oBaTens, a B HEaHOHUMHbIX MAeHTUdUKaLMa nonb3oBaTens
ABnsieTca oba3aTenbLHON.

Takke cnefnyet pasfnydaTtb INEKTPOHHbIe (*)MaTHbIe AEeHbIn (paBHbI rocygapCrtBeHHbIM BaﬂIOTaM) n




3MEKTPOHHbIE HedMaTHbIE AeHbIM (He paBHbl FOCY4apCTBEHHbLIM BanoTam).
OcHOBHble COBETHI Mo 6e3onacHoi paboTe C 3NeKTPOHHLIMU AeHbramu:

1. MNpuBSXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAOOHbIN M BLICTPLIN CNOCO6 BOCCTAHOBUTL JOCTYN K
cueTy. [NpuBsA3aHHbIN TenedoH MOMOXeT, ecnu 3abyaellb CBOW MIaTeXHblA Napofb UNW 3aidellb Ha cauT C
HEe3HaKoOMOro yCTPONCTBA;

2. Vcnonb3yit ogHopasoBble naponu. Mocne nepexoda Ha yCUSIeHHYH aBTopusauuio Tebe yxke He GyaeT
yrpoXaTb ONacHOCTb KpaXku UNu nepexeara nrnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. [NpecTtynHukam Oyaet He nMpocTo yragaTb CIOXHbIM Naponb. HagexHble
naponu - 3To Naponun, KOTopble coaepXaTt He MeHee 8 3HaKOB M BKIOYakT B cebs CTPOYHbIE M NPOMUCHbIE BYKBHI,
undpbl U HECKOMNbKO CMMBOSIOB, TakvMe Kak 3Hak gonnapa, yHTa, BOCKNIMUATENbHbIM 3HaK U T.n. Hanpuwmep,
$tRONng!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AOBEpsiELLb.

OnekTpoHHas noyrta

OneKkTpoHHasa no4vta - 3TO TEXHOMOMMS U MpPefoCTaBrsieMble €K YCyrn No Mepechbinike UM MNOoMyyYeHuto
3NEKTPOHHbIX COOGLLEHWI, KOTOpbIE pacnpenensaTcs B KOMMNbOTEPHON ceTu. OBbIYHO 3MEKTPOHHbIN MOYTOBLIN
SAWKUK BbIMAANT criegylowmMm obpa3oM: MMsi_nonb3oBaTend@uMs_AoMeHa. Takke Kpome nepefaqvm nNpocToro
TeKcTa, UMeeTCst BO3MOXHOCTb nepegasaTb doawsbl.

OcHoBHble COBETbI Mo Ge3onacHoi paboTe ¢ 3NEKTPOHHO NMOYTON:

1. Hapgo BbibpaTb npaBunbHbIA MOYTOBBIN CepBUC. B MHTEpHETEe eCcTb OrpomHbIvi Bbibop GecnnatHbIX
MOYTOBbIX CEPBMCOB, OAHAKO fyylle AOBEPSATb TEM, KOr0O 3Haellb U KTO NepPBbI B PEVTUHTE;

2. He ykasblBan B JIMYHOW Mo4YTe JNYHYKO  uHopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIi_daHat@" nnm "pok2013" BmecTto "temal3";

3. Vcnonk3yin gByxaTanHylo aBTopu3auuio. ITo Korga NOMMMO Maponst HYKHO BBOAWUTb KOA, MPUChINIaeMbIn
no SMS;

4. Bbibepu CnoxHbIN Napornb. Onsa Kaxaoro noYToBOro AWUKa AOMKEH ObiTb CBOM HAAEXKHbIA, YCTOMYUBBIA K
B311OMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CamoMy CBOW fUYHbIA BOMPOC, UCMONb3Y 3Ty BO3MOXHOCTb;

6. Vicnonb3yi HeCKONbKO MOYTOBLIX ALMKOB. [MepBbiit AN YacTHOW Nepenucku ¢ agpecaTaMu, KOTOpbIM Thbl
fAoBepsiellb. ATO 3MEKTPOHHbIN aapec He Hao UCMoNb3oBaTh NpY PerncTpauum Ha dhopymax 1 canrtax;

7. He oTkpbiBan channsl 1 Apyrne BroXeHUsa B NMUCbMax, Aaxe eCcrnv OHW MpuLnun oT TBoux Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABMANN N1 OHWN Tebe aTn dannsol;

8. Mocne okoHYaHusA paboTbl HA NOYTOBOM CEPBUCE NEPEL 3aKpbITUEM BKMNaZAKU C CanToM He 3abyab HaxaTb
Ha "Bbintn".

Ku6ep6ynnuHr unu BupTyansHoe n3geBaTenbLCcTBO

KnbepbynnuHr - npecrnenoBaHne COO6LLEHVAMU, coaepKallMMn OCKOpGreHusi, arpeccuto, 3anyrusaHue;
XYNUraHCTBO; coLparnbHoe GoMKOTUPOBaHME C MOMOLLbIO Pa3NUYHbLIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KMbepbynIMHrom:
1. He 6pocawics B 6oi. Jlyywnii cnocob: nocoBeToBaTbCs Kak cebsi BECTU M, €CNN HET TOro, K KOMY MOXHO
06paTUTbCs, TO BHayane ycrnokoutbcs. Ecnu Tbl HauHeLWb oTBeYaTb OCKOPGNEHMAMM Ha OCKOpPOIeHWs, TO TOMbKO

eLle 6onbLue pasoxkellb KOHQIUKT;

2. YnpaBnsan csoen knbeppenytauven;




3. AHOHMMHOCTb B CETU MHMUMaS. CyIJJ,eCTByIOT €nocobbl BbIACHUTbL, KTO CTOMUT 38 aHOHUMHbIM adKKayHTOM;

4. He cTouT BECTU XynuUraHckuin obpa3s BUPTYaribHOM XU3HWU. VIHTEpHET huKcMpyeT Bce TBOM OENCTBUS U
coxpaHsieT ux. Yaanutb ux 6ygeT kpaviHe 3aTpyAHUTENbHO;

5. Cobniogan cBo BUPTYyarbHYK YeCTb CMONOAY;

6. MrHopupyin eguHWYHbIA HeratvB. OOHOpa3oBble OCKOPOUTENbHbIE COOOLLEHMST Nydlle WUrHOPUPOBAaTb.
O6bI4HO arpeccusi npekpalwaeTcs Ha HavyanbHOM CTagum;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLUEHUSMW, B COLMAmNbHbIX CETAX €CTb
BO3MOXHOCTb BIOKMPOBKM OTNPaBKM COOBLLEHNIA C ONpeaerneHHbIX aapecoB;

8. Ecnu Tbl cBMaeTenb knbepOynnuHra. TBOU AeNCTBUS: BbICTYNUTL NPOTUB NpecrefoBaTensi, nokasaTtb emy,
4YTO ero OeWCTBUSI OLIEHUBAKOTCH HeraTMBHO, MOAAEPXaTb XEPTBY, KOTOPOM HYXXHa MNCMXONornyeckasi NomoLLb,
cooBLNTL B3pOCTbIM O hakTe arpeCcCMBHONO NOBEAEHNS B CETMU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble CMapTdOHbI M NnaHWweTbl cogepxaTt B cebe BnonHe B3pocnbii YHKUMOHanM, 1 Tenepb OHU
MOTyT KOHKYpMpOBaTb CO CTauMOHapHbIMK KommbloTepamu. OgHako, CpeAacTB 3awmnTbl AN NOAOBHbBIX YCTPOWCTB
noka o4yeHb Mano. TecTMpoBaHMe N MOUCK YA3BMMOCTEN B HUX MPOUCXOOUT He Tak MHTEHCUBHO, Kak ans lK, 1o xe
camMoe KacaeTCs U MOBUNbHbBIX MPUNOXEHUNA.

COBpeMeHHbIe MOOBUbHbIE 6pay3epb| YXe TMpaKTnd4eckn [AorHasnm HacToJsibHble aHanorun, oJAHako
pacwiunpeHue q)yHKLI,VIOHaﬂa BNneYeT 3a cobon 6OJ'IbLuyI'O CITOXHOCTb N MEHbLLUYIO 3allnLLEeHHOCTb.

llaneko He Bce MPOV3BOAMTENN BbIMYCKAOT OGHOBMEHMS, 3aKpblBalOLWIME KPUTUYECKUE YSA3BMMOCTU AN
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUIBHOMO Teﬂe(bOHaZ

Huyero He saBnseTca no-Hactoswemy OGecnnatHbiM. Byab octopoxeH, Beab korga Tebe npepnaratoTt
6ecnnaTtHbIV KOHTEHT, B HEM MOTYT BbiTb CKPbITbI KaKMe-TO NnaTHbIe YCNyru;

Odymawn, npexage 4Yem otnpaButb SMS, doTo unu Bugeo. Thbl TOYHO 3Haelb, rae OHWM OyayT B KOHEYHOM
ntore?

Heobxognmo oBHOBMATL ONepaunoHHY0 CUCTEMY TBOEro cMapTdOoHa;
Mcnonb3yi aHTMBUPYCHbIE NPOrpaMmbl ANs MOBUIbHbBIX TenedgoHOoB;

He 3arpyxaii npunoxeHusi OT HEWU3BECTHOrO WCTOYHMKA, BeAb OHW MOryT cofepxaTb BpeAoHOCHOe
nporpaMmmHoe obecnedeHue;

Mocne ToOro Kak Thbl BbldeLb C canTa, rae BBOAWI MNUYHYI0 MHOpMaLmMio, 3angn B HaCTPOnKM Gpaysepa u
yaanu cookies;

Mepuroanyeckm NpoBepsAn, kKakMe NnaTHble YCnyru akTUBMpOBaHbLI Ha TBOEM HOMEPE;

Hasaw cBon HoMep MoBuNbHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBEpsieLlb;

Bluetooth gomkeH GbITb BbIKMIOYEH, KOraa Tbl UM He nonb3yellbes. He 3abbiBai nHorga npoBepsTh 3TO.
Online urpbl

CoBpeMeHHbIE OHMAaWH-UrPbl - 3TO KPACOYHble, 3axBaTbiBalOLIME pa3BMneYeHUsi, OObLEAMHSIOLLME COTHU
TbICSIY YernoBek no Bcemy mupy. Urpoku mnccrneayoT AaHHbIi UM MUp, obLiarTcs Apyr C APYroM, BbIMOSHSIOT
3aJaHusi, CpaXalTCs C MOHCTPaMU 1 MOJSy4atoT ONbIT. 33 YAOBOMbCTBME OHU NNATAT: MOKYNalT AUCK, OMnfavynBatoT
aboHeMEHT unu NpuoGpeTaroT Kakme-To Onumu.

Bce ot™m cpeactBa vayT Ha noadepXaHuMe M passBuMTME Urpbl, a Takke Ha caMy 6e30nacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbl aBTOpPM3aLMK, BbIMycKaloTCA HOBble NaTyu (UMdpoBble 3annaTku Ans nporpamm),




3aKpbLIBAOTCA YSI3BMMOCTU CEPBEPOB.

B nogobHbIx nrpax CTtouT onacartbCA HE CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm SonbluMHCTBA urp.

OcHoBHble coBeTbl N0 He30nNacHOCTU TBOEro UrPOBOrO aKkKkayHTa:

1. Ecnu gpyroin urpok BefdeT cebs nnoxo unu cosgaet Tebe HenpusiTHOCTW, 3abrokupyin ero B Crncke
UrPOKOB;

2. I'Io>|<any|7|c;| aaMUHUCTPaTopaM Urpbl Ha Ny1oxoe noBeaeHme 3Toro Urpoka, XenaTternbHo NPUIoXnTb Kakne-
TO AoKa3aTesibCTBa B BNAe CKPUHOB;

3. He ykasbiBan nn4yHyo MHopmMaumio B npodanse urpbl;
4. YBaxaw Apyrmx y4acTHUKOB MO UMPE;

5. He yctaHaBnuBan HeodmumanbHble Natyn u Moapl;

6. Vicnonb3yi cnoXHble 1 pasHble Naponu;

7. Jaxe BO Bpems Urpbl He CTOUT OTKMNIOYaTb aHTMBMPYC. [oka Tbl Mrpaellb, TBOW KOMMbHOTEP MOryT
3apasuTb.

DULNHF UNU KpaXKa NNYHbIX AaHHbIX

OObI4HOM Kpa>|<el7| ageHer n OOKYMEeHTOB cerogHd yxe HWUKOro He yamBullb, HO C pa3BUTUEM UHTEPHET-
TEXHOMOrnm 3JTI0YMbILUNTEHHUKN NEePEMECTUITNCb B MHTEPHET, N NPpOAO0IIKAKT 3aHMMAaTbCA "NMobumMbIM" Aenom.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLEHHNYECTBa UNu OULLMHT, rMaBHas Lefb KOTOPOro COCTOUT B
nonyyYyeHun KoHduaeHUManbHbIX AaHHbIX MOMb3oBaTenen - NOrMHOB M naponen. Ha aHrnuinckom sAsbike phishing
yntaeTca kak puwnHr (ot fishing - peibHas noBns, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegm 3a cBomMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3rnomaHa, To Heob6xoanmo
3abnokupoBaTh €€ 1 COOOLLMTbL agMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOPEE;

2. |/|Cﬂ0ﬂb3y|7| Oe3onacHble Beb-caliTbl, B TOM Yncre, MHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonb3ayii cnoxHele n pasHble naponu. Takum obpasom, ecnv Tebs B3NOMaloT, TO 3MOYMbILIMEHHWKN
nony4aT AOCTYN TOMbKO K OQHOMY TBOEMY NPOUIIO B CETH, @ HE KO BCEM;

4. Ecnu Teb5 B3nomanu, To Heobxoanmo npeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B OpPY3bsX, O TOM, 4YTO Tebs B3romanu M, BO3MOXHO, OT TBOEro UMeHu GyaeT paccbinaTbCs Cnam W CCbIfIKU Ha
PULLNHIOBbLIE CaNThI;

5. YctaHoBM HagexHblvi naponb (PIN) Ha MOBUnbHBIV TenedoH;

6. OTknIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpblBan cannsl 1 Apyrne BrOXEHUS B NUCbMax, Aaxe eCrnv OHW NpULINKU oT TBOMUX Apy3ein. Jlyuuwle
YTOYHU Y HUX, OTMNPABMANM NN OHKU Tebe 3T hainbl.

UundpoBas penyrauus
LindppoBas penytaums - 370 HeraTMBHas Unu No3nTMBHas uHdopmauns B cetn o Tebe. KomnpomeTtumpytowlas
nHdOpMaLms, pasMeLleHHas B MHTEPHETE, MOXET Ccepbe3HbiM 00pa3oM OTpasvTbCH Ha TBOEW pearibHOW XU3HW.

"UndpoBas penytaums” - 3To TBOW UMUK, KOTOPbIN hopMmpyeTcs U3 nHdopmaumm o Tebe B MHTEpHeTE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOMoXeHne, 0COBEeHHOCTM XapakTepa M pacckasbl O
GNU3KUX - BCE 3TO HaKannMBaeTcs B CETU.




MHorve noapoCTKM NErKOMbICNIEHHO OTHOCATCA K NyGnukauuum nuyHoi uHdopmauun B MHTepHeTe, He
NoHMMast BO3MOXHbIX NocreAcTBui. Thl gaxe He CMOXellb AoragaTtbCs O TOM, YTo dhoTorpadusi, pasmelleHHas 5
neT Hasag, cTana nNpuYHoi oTKasa NpPUHSATL Tebst Ha paboTy.

KomMmeHTapuu, pasmelleHne TBomx dotorpadun u gpyrue AernCTBUS MOTyT HEe MCYE3HYTb faXke nocrne Toro,
Kak Tbl MX yoanub. Tbl HE 3Haellb, KTO COXpaHun 3Ty nHopMaLmio, nonana nM oHa B MOUCKOBbIE CUCTEMbI U
COXpaHWMach N1 OHa, a rMaBHOE: YTO MOAYMAalOT O Tebe OKpyKatoLLme Noaun, KOTopble HangyT U yBUAAT 3T0. Hantu
MHGOPMALIMIO MHOTO NET CMNYCTA CMOXET fobon - kak M3 Jobpbix NoOyKAEHUN, Tak N C HAMEPEHNEM NMPUYUHUTD
BpeA. ATO MOXET ObITb KTO YrogHO.

OCHOBHbIEe COBETbI MO 3aLUUTE LMGPOBON penyTaumm:
1. MNogyman, npexae 4yem 4TO-TO Ny6GnNuKoBaThL 1 NepenasaTth y cebsi B 6riore unu B coumnansHON ceTu;

2. B HacTpoiikax npoduns yCTaHOBM OrpaHMYEHUsI Ha MPOCMOTP TBOEro Mpoduns U ero CoAepXKUMOro,
caenaw ero Tonbko "ons gpysen";

3. He pasmewyan n He ykasbiBai MHOPMaALUIO, KOTOPAsi MOXET KOro-nmbo ockopbnaTe unm obmxatsb.

ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKM - aKTUBHbIE MOMb3oBaTeny UudpoBOro npocTpaHcTea. OgHako faneko He Bce
3HAlOT, YTO MONb30BaHME MHOMMMM BO3MOXHOCTAMM LUucpoBoro Mupa TpebyeT cobniogeHuss npaB Ha
MHTenneKTyanbHyl CO6CTBEHHOCTb.

TepMmunH "nHTennekTyanoHas COOCTBEHHOCTb" OTHOCWUTCSA K pasnMyHbiM TBOPEHMSM YernoBe4ecKoro yma,
HauyMHas C HOBbIX U306peTeHnn n 3HakoB, 0603HaYaLWMX COBCTBEHHOCTb Ha MPOAYKTbl U YCAyrK, U 3akaH4MBas
KHUramm, dotorpamamm, KWHOPUNbMaMm U My3blKanbHbIMY NPOU3BEAEHUAMN.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENMNEeKTyanbHyl0 COOCTBEHHOCTb Ha NPOU3BEAEHMWS HAyKu, NMTepaTypbl
M uckyccTBa. ABTOpCKME MpaBa BbICTYNAT B Ka4YeCTBE rapaHTUM TOro, YTO UHTENIEKTyanbHbIN/TBOPYECKUIA TPpYL
aBTOpa He ByaeT HanpacHbIM, 4acT eMy cripaBeAnuBbIE BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa,
MONy4nTb W3BECTHOCTb W nNpu3HaHue. HukTo 6e3 paspelleHuss aBTopa He MOXeT BOCMPOM3BOAUTL Ero
npou3BefieHne, pacnpocTpaHsiTe, NybnMyHO AeMOHCTpMpoBaThb, NpodaBaTb, UMMNOPTUPOBATL, NyckaTb B MpoKar,
Ny6rMYHO UCNOMHATL, NOKa3bIBaTb/UCMONHATL B 3achupe unu pasMeLLaTs B MIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
AaHHbIX K TBOMM akkayHTam Ao 6rokvpoBK/M TBOEro YCTPOMCTBA, r4e YCTaHOBMEHa HeneranbHas nporpamma. He
CTOWT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnartHble NPorpaMMbl, KOTOPblE MOXHO HAWTU B CETU.

O noprtane

CeTeBI/I‘-IOK.pd) - TBOW [NaBHbIN COBETYMK B CETU. 34eCb Tbl MOXELlb y3HaTb O ©e3onacHoCTN B CeTU
NOHATHbIM N OOCTYMHbLIM A3bIKOM, a NP BO3SHNKHOBEHUN KpMTMHeCKOVI cutyauum O6paTl/ITbCﬂ 3a coBeToM. A Takxe
NPUHATb y4aCTune B KOHKypCax U CTaTb CaMbIM Ll,VId)pOBbIM Fpa)Kﬂ,aHl/IHOM!

Mpunoxexne N 3

NAMSATKA Ons POOUTENEW OB UHOOPMALIMOHHOM BE3OMNACHOCTU AETEN

OnpepeneHne TepmMuHa "vHdopmaumnoHHas 6esonacHocTb aeten" cogepxutca B PegepanbHom 3akoHe N
436-93 "O 3awute geten OT MHGOPMaLUK, MPUYMHSAIOWEN Bped UX 300POBbI0 U PasBUTMIO", perynvmpylolmm
OTHOLUEHMS, CBA3aHHbIE C 3aWUTON AeTen OT UHOopMaLMW, NPUYMHSIIOLEN Bpe UX 340POBbI0 U (Mnn) pa3BuTumio.
CornacHo gaHHOMY 3akoHy "MHdoOpMaumoHHasi 6e30macHOCTbL AeTen” - 3TO COCTOSIHME 3alUULLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbIN C NPUYNHEHNEM MHAOPMaLMen Bpeda UX 340POBbLI0 U (MNn) pusndeckomy,
NCUXNYECKOMY, YXOBHOMY, HPDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-©3 nHdopmaunein, npuumHsioLLen Bpes 340pOBb0 U (MNK) pasBUTUIO




JeTen, aBndeTcs:
1. Hdopmauus, 3anpeLleHHas Ansi pacnpoCcTpaHeHNsl Cpean AeTen;

2. wnHdopMauus, pacnpoCTpaHeHUe KOTOPOW OrpaHWYeHO cpean aeTer onpedeneHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHpopmaumm, 3anpeLLeHHon ans pacnpocTpaHeHms cpean aeTen, OTHOCUTCS:

4. nHopmaums, nobyxaawollas geTer K COBEPLUEHUO OEWACTBUN, NPeacTaBNSOWMX Yrpo3y WX XU3HU U
(vnn) 300poBLIO, B T.4. MPUYNHEHMIO Bpeaa CBOEMY 3 0POBbIO, CaMOYyOUNCTBY;

5. cnocobHOCTb BLI3BATL Y AeTen xenaHue ynoTpebuTb HapKOTUYeCKMe CpeacTBa, NMCUXOTPOMHbIE U (Unn)
ogypmaHuBalowmne BellecTBa, TabayHble u3Oenusl, ankorofbHyl W CNMPTOCOAEpXKaLlylo NpoAyKLUUI0, NUBO U
HaNWUTKW, M3roTaBnMBaeMble Ha €ro OCHOBE; MPUHATb y4acTue B asapTHbIX Urpax, 3aHMMaTbCsi MPOCTUTYLIMEWN,
OpoAsAKHNYECTBOM UMK NONPOLLANHNYECTBOM;

6. obocHoBblBaloWas wnu onpasgbiBaloWwad OONYCTUMOCTb Hacunms W (Mnum) KectokocTn nunbo
nobyxaarLuas OCyLLeCcTBASATb HACUINbCTBEHHbIE AeNCTBNS MO OTHOLLEHWUIO K MIOAAM U XKUBOTHbIM;

7. oTpyualroLLas ceMeiiHble LEHHOCTU U hopMUpYloLLLasl HeyBaXKeHVe K POAMTENSM U (MNh) APYrMM YneHam
cembiu;

8. onpasdbiBaoLlaa NnpoTnueonpaBHOE noseaeHmne;
9. copepKallas HeLleH3ypHYH BpaHb;
10. cogepxawasn nHpopmaumo nopHorpadmyeckoro xapakrepa.

K wvHdopmaumn, pacnpocTpaHeHMe KOTOpPO OrpaHWYeHo cpeau [heTell onpederieHHoro Bo3pacTa,
OTHOCHKTCA:

1. nHpopmaums, npeactasnsgemMas B Buae M3o0bpakeHUs Unm onMcaHus XeCcTOKOCTU, PU3NYECKOro 1 (1nm)
MCUXMYECKOro Hacunms, NPeCcTyneHns UM MHOro aHTMOOLLLECTBEHHOIO AeNCTBHUS;

2. Bbi3blBaOWas y AeTen CTpax, yKac unv naHwuky, B T.4. npeacTaBnsemasi B Buge unsobpaxeHus wnm
OnNMcaHuUs B YHWXaloWen YernoBedeckoe AOCTOMHCTBO (popmMe HeHacunbCTBEHHOW cMepTw, 3abonesaHus,
caMoybummncTBa, HecYacTHOro criydasi, aBapuv Unm KatactTpodbl 1 (M) X NocrneacTemn;

3. npegcrtaensiemas B BuAe W300paxXeHUs MMM OMMCaHMS MOJSIOBbIX OTHOLUEHUA MEXOY MYXYMHON U
>KEHLLMHOMN;

4. coaepxaliad 6paHHbIe CIioBa " BblpaXXeHud, He OTHOCALLMECA K Heu,eHaypHoﬁ 6paH|/|.

C ydyeTom 3Toro Bam npegnaratotcs npasBuna paboTbl B ceTM VIHTEPHET Ans pasnuyHbiX BO3PaCTHbIX
KaTeropuvi, cobniogeHne KoTopbix NO3BOSMT o6ecnevnTs NHopMaLMOHHYH0 6e30MacHOCTb BalLMX AETEN.

O6wme npaBuna gna poauTenen

1. HesaBucumo ot Bo3pacTta pebeHka Mcnosb3yiTe nporpaMMHoe obecrneyeHre, noMoratllee puUnbTpoBaThb
N KOHTPONMPOBAThL MHGOPMAaLMIO, HO He nonaraiTecb NOSMIHOCTbIO Ha Hero. Balle BHUMaHWe K peBeHKy - rmaBHbIii
MeTOA 3aLLMTbI.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OAHOM M3 coumanbHbix cepucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n T1.n.), BHUMATENBHO N3y4YnNTE, KaKylo MHPOPMaLMIO MOMELLAIOT €ro Y4aCTHUKM B CBOMX NPOMUnsax u
6norax, Bkntovas gotorpadum n BULEO.

3. lNpoBepbTe, C KaKMMXM OPYrMMKU CalTamu CBSi3aH couunanbHbi cepBuc Bawero pebeHka. CTpaHuykm
Bawero pebeHka MoryT ObiTb 6€30nacHbIMU, HO MOTYT M COAEPXKaTb CCbISIKN Ha HeXXenaTenbHble U ONacHbIe CanThbl
(Hanpumep, NOPHOCANT, UMK canT, Ha KOTOPOM APYr YNOMUHAET HOMep coToBOro TenedoHa Bawero pebeHka mnu
Baw pomaluHum agpec)

4. Moowpsante Bawwux geten coobwate 060 BCEM CTPAHHOM MM OTTANIKMBAKOLWEM U HE CMMLIKOM OCTPO




pearupyiTe, Koraa OHV 3TO AenatoT (M3-3a onaceHusi MoTepsaTb AOCTYN K VIHTEpHeTY AeTu He TOBOPSIT poaUuTEnsaMm
0 npobGnemMax, a Takke MOryT HayaTb UCMOSb30BaTb VIHTEPHET BHE AOMA U LLKOSbI).

5. byabTe B Kypce ceTeBoN xM3HN Bawero pebeHka. MIHTepecyiiTech, KTo ux Apy3bs B VIHTEPHET Tak Xe, Kak
NHTEpecyeTeChb peanbHbIMU APY3bSMU.

BospacTt ot 7 go 8 net

B WMHTepHeTe pebeHOK cTapaeTcs MOCETUTb T€ WU WHble CalTbl, @ BO3MOXHO M YaTbl, paspelleHne Ha
nocelleHme KOTOpbIX OH He nonyyun 6bl oT poautenen. [loatomy poautensm ocobeHHO nomnesHbl byayt Te
OTYeThbl, KOTOpble MPefoCTaBnsAlTCA MporpaMMaMym MO OrpaHWYEHM0  Mcnonb3oBaHus WHTepHeTa, T.e.
PoanTenbCckuin KOHTPOMb UK TO, YTO Bbl CMOXETE yBUAETb BO BPEMEHHbIX dannax. B pesynbtaTte, y pebeHka He
OyOeT owylleHns, YTO 3a HUM BeOeTCs MOCTOSIHHbIA KOHTPOMb, OAHAKO, poauTenu byaoyT no-npexHemy 3HaTb,
Kakme cawTbl nocewjaeT ux pebeHok. [eTn B AaHHOM Bo3pacTe obnagalT CUIbHbIM YyBCTBOM CEMbW, OHU
OOBEpYMBbI M HE COMHeBatloTCsi B aBTopuTetax. OHM nobAT wvrpaTb B CeTEBble UIPbl M NyTelwecTBOBaTb MO
VHTepHeTy, NCNomnb3yst 3NEeKTPOHHYIO0 MOYTY, 3aX04UTb Ha CanTbl U YaTbl, HE PEKOMEHA0BaHHbIE POAUTENSAMMN.

CoBeTbl N0 6e3onacHOCTH B ceTu VIHTepHeT ansa geten 7 - 8 net

1. Cospgarite cnucok AOMalUHMX MpaBun nocelwleHus MHTepHeTa npu y4dactum geten u Tpebynte ero
BbINOMHEHWSI.

2. Tpebywvite oT Bawero pebeHka cobnogeHns BpEMEHHbBIX HOPM HaX0XAEHUSA 3a KOMMboTeEPOM. [okaxute
pebeHky, yto Bbl HabnogaeTe 3a HUM He NoToMy 4YTO Bam aTo xouyetcs, a noTomy 4To Bbl Gecnokoutechb O ero
©e3onacHOCTU 1 BCerga rotoBbl €My NOMOYb.

3. KomnbiloTep ¢ nogkntoyeHneM K VIHTepHeTy OOMKeH HaxoauTbCcd B OOLer KoMHaTe nog npyvcMOTPOM
poauTtenen.

4. |/|Cﬂ0]'|b3yIZTe cneunanbHble OeTCKne NonckoBble MaLLUNHbI.

5. MCI'IOJ'Ib3yI7ITe cpencrtea 6J'IOKI/IpOBaHVI$| HeXenaTteNlbHOro KOHTeHTa KaK AONOJfIHeHMe K CTaHOapTHOMY
POﬂ,VITeJ'IbCKOMy KOHTpPOJHO.

6. Co3panite ceMenHbIn 3NEKTPOHHbIN ALWKK, YTOObI HE NO3BONUTL AETSIM MMETb COOCTBEHHbIE aapeca.

7. Bnokupynte goctyn k canWTam c BecnnaTHbIMU MOYTOBBLIMU SLUMKAMU C MOMOLLbIO COOTBETCTBYIOLLErO
nporpammHoro obecneveHus.

8. Mpuyunte geten coBeToBaTbcs ¢ Bamu nepen onyGnvkoBaHMemM kakon-nnbo MHgopMauumn cpeacTesamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALUOHHLIX (POPM U Npodunen.

9. Hayunte geTten He 3arpyxaTtb hannbl, Nporpammsl UM My3biky 6e3 Baluero cornacus.
10. He paspeluarite AeTM MCNONb30BaTb CIyX0Obl MTHOBEHHOrO 06MeHa CoobLLEeHNAMN.

11. B "Genbln" cnucok canToB, pa3spelleHHbIX Of1si MOCELleHUs, BHOCUTE TONbKO CaWTbl C XOpoLUen
penyTaunen.

12. He 3abbiBavite 6ecenoBath ¢ geTbMu 06 nx Apy3bsx B MIHTepHeTe, kak ecnuv 6bl pedyb Wwna o gpysbsx B
pearnbHON XU3HMU.

13. He genaiite "taby" 13 BONpocoB MONIOBOW >XW3HW, TaK kak B IHTepHeTe AeTU MOTyT NErko HaTKHYTbCS Ha
nopHorpadguio nnu cantel "4na B3pocnbix”.

14. MpunyuunTe Bawero pebeHka coobwaTe BaMm 0 NOOLIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MIHTepHETOM.
OcTaBanTecb CMOKOWHBIMW U HANoMHWUTE OEeTsaM, YTO OHM B Ge30nacHOCTW, ecnv caMmu pacckasanv Bam O CBOUX
TpeBorax. lNoxBanure ux 1 NOCOBETYNTE NOLAONTU eLle pa3 B MOAOOHLIX Cry4vasix.

BospacT geTeit oT 9 go 12 net

B paHHOM Bo3pacTe OeTw, Kak NpaBuIo, YXe HacnbllaHbl O TOM, Kakasi MHdopMauus cyllecTByeT B
WHTepHeTe. COBEpPLUEHHO HOPMAarbHO, YTO OHM XOTAT 3TO YBMAETb, MPOYECTb, YChbiwaTtb. [pM 3TOM HYXHO




NMOMHUTb, YTO AOCTYN K HeXenaTteljlbHbiIM MaTepuanaMm MOXHO Jierko 336J'IOKVIpOBaTb npmn nomowin cpencts
PoauTtenbckoro KOHTpONA.

CoBeTbl No 6be3onacHocTu anga geten ot 9 oo 12 netr

1. Co3spgante cnucok OoMalUHMX NpaBun noceweHuss MHTepHeT npu ydactum peten n tpebynte ero
BbINOMHEHWS.

2. TpebyitTe oT Balero pebeHka cobnogeHnst HOPM HaxXOXOEHWUS 3@ KOMMbIOTEPOM.

3. Habnopante 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, MOKaxute emy, 4to Bbl Becnokoutecb 0 ero
6e3onacHOCTW 1 BCErAa rotToBbl OkasaTb eMy NMOMOLLb.

4. KomnbloTep € nogkntovyeHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poauTenen.

5. Wcnonb3aynte cpeactBa OMOKMPOBAHUSA HEXENaTerbHOro KOHTEHTA Kak OOMOfHEeHWe K CTaHgapTHOMY
PoantensckomMy KOHTPOIio.

6. He 3abbiBaiiTe NpvHMMaTb HEMOCPEACTBEHHOE yyacTue B Xu3HM pebeHka, GecegoBaTth ¢ AeTbMU 00 KX
Apy3bsx B IHTepHeTe.

7. HactavBawTe, 4Tobbl 4€TU HMKOTAA HE COrnallanmcb Ha NMYHbIe BCTPeYn ¢ Apy3bsamu no NHTepHeTy.
8. MNosBonante geTam 3axoAuTb TONbKO Ha canTbl U3 "6enoro" cnucka, KOTopbIN co3ganTe BMECTe C HAMMW.

9. MNpuyunTte geTen HUKOrAa He Bbl4aBaTb MUYHYIO MHAGOPMALMIO CpeacTBaMM SMEKTPOHHOW MOYTbI, YaToB,
CUCTEM MFHOBEHHOro obmMeHa coobLeHsaMI, PErMCTPaLMOHHbBIX POPM, NMMYHBLIX NpodUnen N Npu perucTpauum Ha
KOHKypcbl B HTepHeTe.

10. MNpuyynte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHns. O6bACHUTE UM, YTO OHW MOTYT
Cry4anHo 3arpysvTb BUPYCbl NN APYroe HexenartenbHoe nporpammHoe obecneveHve.

11. Cospawte Bawemy pebeHKy orpaHMYeHHyIo y4eTHYIo 3anvcb AN paboTbl HA KOMMNbIOTEPE.

12. Mpunyuute Bawero pebeHka coobwaTe Bam O NOOLIX yrpo3ax unum Tpeeorax, CBA3aHHbIX ¢ MIHTepHETOM.
HanomHuTe getam, 4to oHM B 6€30MacHOCTU, eCNN caMy pacckasanu BaM O CBOMX TPEBOrax 1 onaceHusx.

13. Pacckaxute getam o nopHorpadum B HTepHeTE.

14. HactanBanTe Ha Tom, 4YTOObI A€TM NPEeaOCTaBNsaAnNn BamMm SOCTYN K CBOEN 3NIEKTPOHHON MoYTe, YTOObI Bbl
y6eamnumcb, 4To OHU He 0bLLatTCHA C HE3HaKoMLaMu.

15. OGbsACHUTE OeTsIM, YTO Henb3si UCMONb30BaTb CeTb AN XYIUraHcTBa, pacrnpoCTpaHeHUs CnneTeH unu
yrpoa.

BospacT aetert ot 13 go 17 net

B aToM BO3pacTe NogpoCTKN aKTUBHO MCMOSb3YHT NOUCKOBLIE MaLUWHbI, NOMb3YOTCS 3MEKTPOHHONM MOYTOMN,
cnyx6amy MrHoBeHHOro obmeHa COOOLLUEHUSIMU, CKauMBalOT My3blky U (uUnbMbl. Manbynmkam B 3TOM BO3pacTte
Gonblle MO HpaBy CMeTaTb BCE OrPaHUMYEHUsl, OHW XaxayT rpyboro tomopa, asapTHbIX Wrp, KapTUHOK "ans
B3pocnblx". [JeBouykM npeanoynTaoT obwatbcsl B 4aTax, Npu 3TOM OHM ropasgo Gonee YyBCTBUTENbHbI K
cekcyanbHbIM foMoraTenbCcTBam B VIHTepHeTe.

3ayacTyo B J@aHHOM BO3pacTe pPoAUTENSIM Y)Xe BECbMa CITOXHO KOHTPONMpOBaTbL CBOWX AETEN, Tak Kak 00
VIHTEpHETE OHU YKE 3HAKT 3HAYMTENbHO Bornblue CBOMX poauTernen. TeM He MeHee, He OThyckawTe OeTen B
"cBobogHoe nnaBaHue" no NHTepHeTy. CTapantecbk akTUBHO y4acTBOBaTh B 06LWeHn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnogate npaeuna MHTepHeT-6e30MacHOCT - corfaleHne  Mexay
poauTenamMu u getbMu. Kpome Toro, HeoGXoAMMO Kak MOXHO Yalle npocMmaTtpuBaTb OTYETbl O AeSATEeNbHOCTU
aeteit B MHTepHeTe. CnedyeT o6paTuTb BHMMaHWe Ha HeoGXOOMMOCTb CoAepXKaHWs POAMTENbCKMX napornemn
(naponeii aAMUHUCTPATOPOB) B CTPOrOM CEKPeTe U 06paTUTb BHUMaHNe Ha CTPOroCTb 3TUX Naporei.




CoBeTbl N0 6e3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3ganTe CNMCOK AOMaLUHMX MpaBuil MoOcelleHns VIHTepHeTa npu ydyacTum MogpoCTKOB U TpebynTe
©e3ycnoBHOro ero BbinonHeHnss. ObroBopute ¢ pebeHKOM CrMCOK 3anpeLleHHbIX canToB ("JyepHbl CNUCoK"), Yachl
paboTbl B IHTepHeTe, pykoBOoACTBO MO 0O eHunto B IHTepHeTe (B TOM Yucrne B YaTax).

2. KomnbtoTep ¢ NoAKnoYeHnem K cetn UHTepHeT A0MmKeH HaxoanTbes B obLLeln KOMHaTe.

3. He 3abbiBante beceposatb ¢ geTbMu 06 ux Apy3bsax B WHTepHeTe, O TOM, YeM OHW 3aHATbI TakuMm
obpasom, ByaATo pedb uaeT 0 Apy3bsx B peanbHOM Xu3HW. CnpaluvBante O Noasix, C KOTOpbIMKU AeTn obuialTcs
nocpeacTBoM Cny6 MrHOBEHHOrO 06MeHa coobLeHnamMK, YTobbl yoeauTbes, YTO 3TU MOAN UM 3HAKOMbI.

4. Ncnonb3ynte cpenctsa GNOKMPOBAHUS HEXenaTernbHOro KOHTEHTa Kak [OMOSIHEHWe K CTaH4apTHOMY
PoouTtenbckoMy KOHTPOSH.

5. HeobxoguMmo 3HaTb, KakMMuM 4aTamu nonb3ytotcsa Bawwm getn. Tlloowpsnte umcnonb3oBaHue
MOLEepUpYyeMbIX YaTOB M HacTauBanTe, YTobbl 4eTu He obLLanucb B NPUBAaTHOM peXxume.

6. HactanBante Ha TOM, 4TOObI AeTK HUKOTAa HE BCTPEYanuchb NUYHO C ApYy3bsiMu u3 cetn MIHTepHeT.

7. MNpuyynte AeTen He BblAaBaTb CBOK MMYHYIO MHAOPMALMIO CPeACTBaMU INEKTPOHHOW MOYThI, YaToB,
CMUCTEM MFHOBEHHOro obmMeHa CoobLLeHNAMM, PErNCTPaLMOHHbBIX POPM, MMYHBLIX NPOUNEN 1 NPWU perncTpaumm Ha
KOHKypcbl B HTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. O6BbACHUTE UM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexenartenbHoe nporpammHoe obecneveHue.

9. MNpuyunte Bawero pebeHka coobwatb Bam 0 nobbix yrpo3ax Unu Tpesorax, CBA3aHHbIX C IHTepHeToM.
HanomHute getam, 4yTto OHM B Ge3onacHOCTW, ecnu camm pacckasanuM BaM, O CBOMX Yrpo3ax unu Tpesorax.
MoxBanute ux n NOCoBeTYNTE NOAONTM eLle pa3 B NOAOOHbIX crnyvasx.

10. Pacckaxute getam o nopHorpadum B WMHTepHeTe. [omornte um sawmtutbCca OoT cnama. Hayudumte
NnoapoCTKOB He BblAaBaTb B VIHTepHeTe CBOero peanbHOro SMeKTPOHHOro ajgpeca, He oOTBeyaTb Ha
HexenaTtenbHble MMCbMa 1 UCMOMb30BaTh CneunanbHble NOYTOBbIE PUNBTPLI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C canTaMmu, KOTOpbIE NoceLatT NOgPOCTKN.

12. HaquTe neten yBaxaTtb OPYrnx B UHTEPHETE. Y6eanTech, UTO OHM 3HAIOT O TOM, YTO npaswuiia xopowiero
nosegeHuna D,GVICTByI-OT Be3[e - AaXxe B BUpTyalibHOM MUpe.

13. OObsAcHWTE p[geTaMm, 4YTO HWM B KOEM Crnydae Henb3s ucnonb3oBatb CeTb AN XyNUraHcTBea,
pacrnpocTpaHeHusi CNIeTEH UNK Yrpo3 OPYIvM NOASIM.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIVA pyUcK. HanomHuTe, 4To
[AeTW He MOTYT UrpaThb B 3TU UIPbl COrMACHO 3aKOHY.

lMocTosHHO KOHTponNupynTe ucnone3oBaHne NHTepHeta Bawum pebeHkom! BT0 He HapyLleHne ero NMYHoro
NPOCTPaHCTBa, a Mepa NPeAOCTOPOXHOCTM U NposiBNeHve Balien pogutenbckol OTBETCTBEHHOCTH M 3a60ThI.
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